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Tutorial:

Cipher & Decipher



A cipher is an algorithm – a series of well-defined steps 

that can be followed as a procedure – for performing 

encryption or decryption Kryptós, Gr. “hidden, secret”

❖ Codes generally substitute different length strings of characters in the output. 

A code maps Imageone meaning with another. 

Words and phrases can be coded as letters or numbers. 

operates by substituting using a codebook which links random strings of

characters or numbers to a word or phrase. 

For example, “QQQQ” → “Get out of the auditorium fast”

Codes vs. Ciphers 

❖ Ciphers generally substitute the same number of characters as are input.    

The given input must follow the cipher’s algorithmic process to be solved. 

The ciphertext message contains all the information of the plaintext 

message, but is not in a format readable by a human or computer without 

the proper mechanism to decrypt it.
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Caesar cipher

A substitution cipher in which 

each letter in the plaintext is 

replaced by a letter some fixed 

number of positions down the 
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ciphertext

shift of 3

Plaintext:  THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG
Ciphertext: QEB NRFZH YOLTK CLU GRJMP LSBO QEB IXWV ALD
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One can also use 

another set of 

symbols to replace 

each letter of the 

alphabet
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Arthur Conan Doyle,  

The Adventure of the Dancing Men, in Return of SherlockHolmes (1903)

Granada Television 1984https://www.dailymotion.com/video/x6cnebx
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Criminal’s third message

Elsie’s response

Criminal’s final message

Sherlock Holmes’ message to the criminal 
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Frequency of English Characters

Samuel Morse

1791-1872 

ETAOIN SHRDLU
Highest frequency 

characters

Morse code

But Morse’s character  frequency counts are 

based on pieces of text considers the 

commonest words multiple times

To increase the efficiency of encoding, 

Morse code was originally designed so 

that the length of each symbol is 

approximately inverse to the frequency of 

occurrence of the character that it 

represents in text of the English language.

Telegraph

If one considers all distinct words 

so that word frequency does not 

produce artefacts, e.g.,  by 

considering words from a 

dictionary, the highest frequency 

characters are

EARIOT NSLCUD

In either case, E is the 

commonest letter
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There are no 

word boundaries 

– could the flags 

indicate word 

endings ?
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words of the form 

* E * E * are

SEVER

LEVER

NEVER
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E * * * E word 

occurs twice – is 

this a name ? ELSIE?
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instruction.
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Substitution ciphers in real life
A typical example of coded messages found in prisons in California sent to 

Stanford's Statistics Department for decryption

How to find the unknown function f such f : {code space} → {English alphabet}



Markov chain Monte Carlo
A standard approach to deciphering is to use the statistics of written English to guess at 

probable choices for f, try these out, and see if the decrypted messages make sense.

The statistics is obtained from a text corpus. The proportion of consecutive text symbols 

from x to y gives a matrix M(x; y) of 1st order transitions from one symbol to another.. 

Then the plausibility of the mapping f

Pl(f) = i M (f (si), f (si+1))
where si runs over consecutive symbols in the coded message.

Mappings f which have high values of Pl(f) are good candidates for deciphering.

To maximize the plausibility we can run the following Markov Chain Monte Carlo 

algorithm



“Reps do it”
The space of possible f s is extremely large – can the Monte Carlo guided 

random walk achieve the “correct” f in reasonable time, or at all?

The text is scrambled at random and the Monte Carlo algorithm run

The simple optimization process converges to original text in a few thousand steps



Substitution ciphers in real life
Decipherment of the typical example of coded messages found in prisons in 

California sent to Stanford's Statistics Department for decryption



Image: Beinecke Rare Book & Manuscript Library

The Voynich Manuscript (c.15th century ?)

The vellum has been carbon-dated to 15th century 
named after Wilfrid Voynich, a Polish book dealer who acuired it in 1912

an illustrated codex, hand-written in an unknown script – language unknown

Hypotheses range from a script for a natural language or constructed language, an unread code, cypher, 

or other form of cryptography, or perhaps a hoax!


