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Abstract. In counterfactual quantum key distribution (QKD), two remote parties can share a secure
secret random key even without transmission of a physical particle (a non-vacuum pulse) through the
channel. A QKD scheme is proposed which is counterfactual in one of the bits, and in which the secret bits
are not encoded in the polarization, but in the joint action of Alice and Bob. On the conceptual level, our
scheme throws new light on the origin of security in counterfactual cryptography. On the practical side,
non-polarization encoding makes it robust against certain trojan horse attacks. We study the the general
photon-number preserving incoherent attack in detail.
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1 Introduction

Quantum key distribution (QKD) allows two parties
(Alice and Bob) to share a secret key, whose secrecy
is protected by the laws of quantum mechanics (QM),
such as no-cloning and the indistinguishability of non-
orthogonal states [1]. It remains the most advanced
application of quantum information theory experimen-
tally [2]. Since the proposal of the first QKD proto-
col [3], various paradigms of QKD have been proposed
such as use of entanglement [4, 5], orthogonal states
[6], two-way communication [7, 8], secure direct com-
munication [9, 10, 11] and, most recently, counterfactual
QKD (CQKD) [12, 13], which is based on the idea of
interaction-free measurement [14]. CQKD involves secret
information transmission not being mediated by a phys-
ical (i.e., non-vacuum) particle. The protocol has since
been made more efficient [15] and its security investigated
[16, 17, 18]. Recently, it was experimentally implemented
[19]. Here we propose a new CQKD scheme in which se-
cret bits are generated indeterministically through the
joint actions of Alice and Bob, independently of polar-
ization.

2 New Protocol

We propose a new CQKD scheme which does not re-
quire polarization encoding but instead uses a switch
state to generate secret bits. Alice’s set up is a Michelson-
type interferometer (Fig reference). The arm b of which
acts as a channel between her and Bob. Single photons
from source S hits the beamsplitter BS and splits along
arms a and b respectively.The state of the particle after
BS is

|φ〉AB =
√
T |00〉|ψ〉+ i

√
R|ψ〉|00〉, (1)

where T and R represent the coefficients of transmittance
and reflectance of the BS respectively, where T = 1− R
and |00〉 represents the vacuum state in the two polar-
ization modes H and V , while |ψ〉 represents an sin-
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gle photon state of arbitrary polarization, i.e., |ψ〉 =
α|10〉 + β|01〉 with |α|2 + |β|2 = 1. The first (second)
ket refers to the transmitted (reflected) or Alice (Bob)
arm.

Alice and Bob each randomly apply a reflect F or
an absorb A operation depending on their switch SW
state (on or off) which are independently connected to
a quantm random number generator. Alice observes the
pattern of outcomes in her interferometer. The patterns
of detection, and outcome probabilities, are given in Ta-
ble 1. For a fraction of pulses, both settings and outcomes
are announced to compute V , the visibility observed by
Alice; e, the channel error; r, fraction of multiple counts;
and λ, the transmission loss. If these experimental pa-
rameters are sufficiently close to their ideal values, the
protocol run is deemed secure; else it is aborted.

Detection Pattern (Alice, Bob)
D1 ((F,A), 1

4 ), ((A,F ), 1
4 )

D2 ((F, F ), 1), ((F,A), 1
4 ), ((A,F ), 1

4 )
Null ((F,A), 1

2 ), ((A,F ), 1
2 ), ((A,A), 1)

Table 1: The allowed pattern of Alice’s and Bob’s ac-
tion along with the probability that a detector click was
produced.

3 Security

Intuitively, security arises because Eve’s attempt to
ascertain Bob’s choice tends to localize the particle in
one of the arms, thereby reducing the coherence between
the two paths and hence undermining the visibility in
the interference in the case where Alice and Bob reflect
their respective pulse. A detailed proof of security for
a general incoherent attack, and an incoherent photon-
number preserving attack are given in Ref. [20].

For the general incoherent number-preserving attack,
Eve prepares an ancilla in the state |0〉E , and on the
joint system BE, applies the following operation dur-
ing the onward transmission: U = |00〉B〈00| ⊗ U0 +
(|01〉B〈01| + |10〉B〈10|) ⊗ U1, such that 〈0|U†1U0|0〉 ≡



〈Y |N〉 = cos(θ). This interaction produces the state:
U|φ〉AB |0〉 = 1√

2
(|ψ〉|00〉|N〉+ |00〉|ψ〉|Y 〉). She then mea-

sures her ancilla using the optimal POVM, conditioned
on Alice announcing a D1 detection.

For the above attack, the condition for security turns
out to be: H

(
1−cos θ
2−cos θ

)
< cos θ where H is the Shan-

non binary entropy. We deduce the largest tolerable er-
ror rate to be about 20.9% (corresponding to θ ≈ 0.74).
Eve could launch a Trojan horse attack by transmitting
probes into Bob’s apparatus and studying them upon re-
turn, using an Alice-like set-up. Alice may vary the po-
larization and cross-check polarization data as in BB84
to prevent this attack [20].

4 Discussion and conclusions

We have presented a protocol for QKD which is coun-
terfactual on one of the generated secret bits in that the
encoding corresponds to the blocking or the not block-
ing by Bob of a transmitted particle. Like the Noh,
Pingpong, LM and Deng-Long [9] protocols, it may be
thought of as a two-way QKD protocol, but differs from
each of them in one or more key aspects. Our protocol
has Alice sending a fixed state, unlike in the Noh and
LM protocols. It involves single-particle nonlocality un-
like in the LM protocol; finally, unlike in the Pingpong
protocol, it does not involve two particle entanglement.
A practical advantage of not using polarization encod-
ing is that it makes the protocol secure against a kind of
Trojan horse attack. We have assumed zero transmission
losses, so that every particle is accounted for by Alice’s
or Bob’s detectors. Thus, a direction for generalizing our
work is to allow for lossy channels. Another direction is
to study how much a more general incoherent and even
coherent attack, helps Eve.
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