Limitations on quantum privacy swapping
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Abstract.

Motivated by the potential use of some bound entangled states in quantum key distribution

(QKD), we deal with the question whether states that can be used for QKD can be distributed via
entanglement swapping with bound entangled input states. We present an upper bound on the distillable
key of the state resulting from a generalised entanglement swapping protocol that can decrease significantly

in the case of bound entangled input states.

Keywords: Bound Entanglement, Quantum Key Distribution, Entanglement Swapping

Maximally entangled states are an important resource
in quantum information protocols such as quantum key
distribution (QKD) [1] or teleportation [2]. Another ap-
plication is entanglement swapping [3], a protocol in-
volving three parties, Alice, Charlie and Bob. Alice
and Charlie initially share a maximally entangled state.
A second maximally entangled state is shared between
Charlie and Bob who are equipped with a classical line
of communication, as well. If Charlie and Bob then use
their state and the classical line to teleport Charlie’s part
of the state he shares with Alice to Bob, Alice and Bob
end up with a maximally entangled state, with no need of
having interacted. Entanglement swapping is an essential
ingredient in a quantum repeater [4], which is necessary
to distribute maximally entangled states over long ab-
sorptive channels, such as optical fibers: As absorption
usually scales exponentially with the length of the chan-
nel, states cannot simply be sent through an arbitrarily
long channel. Instead, maximally entangled states are
first distributed over short segments of the channel. The
final state is obtained by repeated entanglement swap-
ping steps between the nodes. Apart from maximally
entangled states, entanglement swapping has also been
studied for Werner states [4]. It has been shown that the
singlet fraction decreases exponentially with the number
of steps, requiring entanglement distillation before each
swapping operation, a technique called nested purifica-
tion. Examples of mixed states where distillation is not
necessary in order to maintain entanglement have also
been discovered [5, 6].

An important application of quantum repeaters is the
distribution of maximally or nearly maximally entangled
states between distant parties who then extract crypto-
graphic key from them. However, it has been shown [7]
that maximally entangled states are not the only states
that can be used for that purpose. In fact, there ex-
ists a much larger class of so called private states which
can serve as a source of key. Surprisingly there exist
bound entangled states that are arbitrarily close to pri-
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vate states in trace distance [7]. This shows that privacy
is a truly different property of a quantum state than its
distillable entanglement, motivating the definition of a
quantity known as distillable key (Kp)[7], which is de-
fined in the same way as distillable entanglement but
with the maximally entangled state replaced by a pri-
vate state.

A natural question arising now is how such nearly bound
entangled private states can be distributed between dis-
tant parties. Of course it would be possible to distribute
maximal entanglement using a conventional repeater and
then distill the state needed. This would, however, have
no advantage over using the maximal entanglement di-
rectly for QKD. Here, we deal with the question whether
there are other, not maximally entangled, possibly even
bound entangled states that could be initially distributed
between the nodes and then swapped yielding a state use-
ful for cryptography. We call this quantum privacy swap-
ping. The question of swapability of bound entangled
states has been addressed before [8, 9]. In the following,
we consider a protocol where Alice and Charlie initially
share a state pl. and Charlie and Bob share a state
p%z . Charlie and Bob then perform a general LOCC
protocol, during which Charlie’s subsystems are being
discarded, resulting in a state 7,5 shared by Alice and
Bob. Alice’s subsystem remains untouched during the
protocol. Note that this is a generalisation of the entan-
glement swapping protocol described above. Our main
result is an upper bound on the classical squashed entan-
glement [10] of 7,5, which in turn is an upper bound on
the distillable key [11, 12]. Namely
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If the protocol performed by Charlie and Bob is lim-
ited to Charlie performing a POVM on C;C5 and classi-
cally communicating the result to Bob who then performs
some local operation on his subsystem, we can also show
that
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where Egl_m describes the one way distillable entan-



glement. Hence, if we intend to use 7 for QKD, bound
entangled input states have to be ’‘compensated for’ by a
large entanglement of formation of the other input state.
Let us now give an example of a state where our results
provide a significant reduction of the key rate. Assume
that plyo, and pZ, g are flag states as introduced in [13]:
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where o are the separable hiding states * introduced in

[14]. In [15], it was shown that, as o are almost or-
thogonal, Kp(p1%8) ~ 1 but Ep(p?28) almost vanishes.
The intuition behind this is that, instead of bits, the en-
tanglement is ’hidden’ away from LOCC observers. Since
o* are separable, pf1#8 can be obtained from |®*)(®*| by
LOCC, hence Er(pf128) < 1. By our results, swapping re-
sults in a state with distillable key at most slightly larger
than %, which is a significant reduction.

In conclusion, we have provided an upper bound on
the distillable key of states resulting from entanglement
swapping. In case of a bound entangled input state, this
bound is given by half the entanglement of formation of
the other input state, which can be seen as a limitation
on the use of bound entangled states in a privacy swap-
ping protocol. Further investigation might either yield
a stronger result, showing that the key rate always de-
creases when bound entangled input states are used as
input or provide examples bound entangled states that
can be used for privacy swapping.

Our results so far show that the distillable key can be
significantly reduced after one swapping operation. How-
ever, they do not provide any information about the en-
tanglement of formation of 7. If we could show
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for some entanglement F, in case of a bound entangled
input state we would have a reduction of F by a factor
1 — p with every swapping operation, which would be a
big limitation for a quantum repeater where the swap-
ping operation is iterated many times. We have found a
counterexample to that inequality with the entanglement
of formation.

In conclusion we have provided an upper bound on
the distillable key of states resulting from entanglement
swapping. In case of a bound entangled input state, this
bound is given by half the entanglement of formation of
the other input state. We have provided a class of states
with small Ep for which our bound implies a reduction
of Kp by almost 1/2. If we could show that that this
bound is no longer true if we replace Kp with Er. We
believe it is worth investigating whether there are similar
inequalities with different entanglement measures.

E(r) <pEp(p>') +(1

LA pair of bipartite states UffB is called (perfect) hiding states, if
they are (perfectly) distinguishable by global operations but (com-
pletely) indistinguishable by LOCC operations. They have this
name because in a state of the form ppap = %|O><O|b ® O'XB +
%|1><1|b ® 045, the bit b is hidden away from LOCC observers.
The concept of data hiding was introduced by [16].
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